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1.  How do sanctions work?

Sanctions are a wide range of measures adopted by the UN, regional organisations, 
such as the EU, and individual states that aim to influence the behaviour of other 
states, individuals or groups without involving the use of armed force.

Sanctions are permissible, but must not violate other rules of public international 
law.  They should be crafted so as to have maximum impact on those whose 
behaviour they aim to influence, and to reduce adverse humanitarian effects or 
unintended consequences for persons not targeted.

2.  Who imposes sanctions?

A number of different actors can impose sanctions.

The UN Security Council, acting under Chapter VII of the UN Charter, can adopt 
sanctions.  These are binding on all UN member states, which must give effect to 
them in national law.

The EU gives effect to UN sanctions for EU member states.  In addition, it can adopt 
its own ‘autonomous’ sanctions.  These can:

•  impose additional restrictions to those adopted UN;

•  designate additional persons;

•  apply in situations where the UN has not adopted sanctions.

UN and EU sanctions are implemented by states.  They adopt the necessary laws 
and measures at domestic level, grant licences/authorisations, and enforce the 
sanctions.  They may also adopt additional autonomous sanctions.
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3.  What is the objective of sanctions?  And how do 
they seek to achieve it?

Sanctions seek to bring about a change in the policy or conduct of the persons or 
groups they target.  These objectives could be preserving peace, ending conflicts, 
promoting compliance with human rights and international humanitarian law, or 
fighting terrorism.

Sanctions aim to achieve these objectives by imposing various restrictions on the 
people or groups whose behaviour they seek to change.  These include:

•  embargoes on the provision of weapons or of equipment that could be used 
for internal repression;

•  other export restrictions;

•  restrictions on admission i.e. ‘travel’ bans;

•  financial sanctions that prohibit making funds and assets available.

The restrictions are imposed on ‘listed’ or ‘designated’ people or entities.
Usually these are:

•  heads of governments and ministers;

•  entities, including companies, that provide the means to conduct the 
targeted policies;

•  groups or organisations, such as organised armed groups or terrorist groups;

•  individuals supporting the policies the sanctions are trying to modify.

UN and EU sanctions aim to be ‘smart’ or ‘targeted’ i.e., have an adverse effect just 
on the leadership figures whose behaviour they aim to change.  Unilateral measures 
adopted by some states are broader in scope, and more akin to the comprehensive 
sanctions on countries that the international community moved away from in the 
1990s because of their indiscriminate effects.
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4.  Which sanctions must NGOs comply with?

NGOs and their staff are likely to have to comply with the 
sanctions adopted by a number of different states.

Some sanctions are directly applicable to them.  These include: 

•  the sanctions adopted by the NGOs’ state of registration — and NGOs 
may be registered in more than one state;

•  the staff of NGOs must also comply with the sanctions adopted by 
their state of nationality.  This does not render these states’ sanctions 
applicable to the NGOs, though.

Additionally, states’ funding agreements frequently require recipients to comply 
with the sanctions adopted by that state.  In this way the donor state’s sanctions 
become indirectly applicable to the recipient, via the agreement that NGOs 
conclude with donors.
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5.  How can sanctions affect humanitarian action?

Restrictions in sanctions can affect humanitarian action in a 
number of ways.

•  Restrictions on imports of dual-use items may cover items or materials 
that humanitarian actors need for their operations, in areas such as water 
purification, agriculture and even medical response.

•  Incidental payments that humanitarian actors may have to make in order 
to operate may fall within the prohibition in financial sanctions on making 
funds or other assets available to designated groups.
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•  Commercial companies whose services humanitarian actors may require 
for their operations — e.g., telecommunications providers — may be 
designated and subject to financial sanctions prohibiting making funds 
available to them.

•  Sanctions may impose restrictions in trade in certain commodities,
like the prohibition on purchase of petroleum products in EU
Syria sanctions.

Broader sanctions, such as those imposed by the US, may preclude many forms 
of support to the government of the state in question, prohibiting the provision 
of assets and support to ministries and departments responsible for meeting 
basic needs, such as the ministries of health and education.

6.  How can the tensions between sanctions and 
humanitarian action be reduced?

There are a number of ways sanctions can safeguard 
humanitarian action.
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• Exclusion of humanitarian action from the scope of the prohibitions — e.g., 
financial sanctions in UN Somalia sanctions;

• Exclusion of certain humanitarian actors from the prohibitions  — e.g., 
humanitarian actors receiving funding from the EU or EU member states in 
the EU Syria petroleum sanctions;

• General licences for certain humanitarian actors to carry out certain 
otherwise prohibited activities — e.g., US Syria General License 11A — or for 
particular activities to be conducted — e.g., US Syria General License 21;

• Possibility for humanitarian actors to apply for specific
licences/authorisations to carry out otherwise prohibited activities —  e.g., 
import of dual-use items under EU Syria sanctions.

7.  Sanctions imposed in relation to Syria

Humanitarian action in Syria is affected by sanctions imposed for 
two principal purposes:

• Sanctions imposed by the EU and the US  — including the Caesar Act — 
in response to the conflict since 2011, to end the conflict and promote 
compliance with international humanitarian law and human rights.

The UN has not imposed conflict-related sanctions.

• Sanctions imposed by the UN, the EU and individual states on groups 
designated as terrorist operating in the territory of Syria including most 
notably, ISIL (Da’esh), Al-Qaida and affiliates. In Syria, these groups include 
ISIS, and Al-Nusra Front/Jabhat Fateh al-Sham/Hayat Tahrir al-Sham.
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8.  A closer look at US measures

US Sanctions

Since 2011, the US has imposed broad sanctions in relation to the conflict in 
Syria.  The key restrictions of relevance to humanitarian actors are:

• A prohibition of making any contribution or provision of funds, goods 
and services to or for the benefit of any designated person or entity;

• Except as otherwise authorised, a prohibition on export or re-export, 
sale, supply directly or indirectly of any services to Syria;

• Except as otherwise authorised, a prohibition on purchase of 
petroleum products of Syrian origin;

• Unless specifically authorised, a prohibition on making charitable 
contributions of funds, goods, services or technology including to 
alleviate human suffering such as food, clothing or medicine for the 
benefit of the Government of Syria or any other designated entity.

Who, of relevance to humanitarian action, is designated under
these sanctions?

• The Government of Syria.  This is defined very broadly, and includes 
‘the state and the Government of the Syrian Arab Republic, as well as 
any political subdivision, agency, or instrumentality thereof, including 
the Central Bank of Syria’;

• Commercial entities with whom humanitarian actors may have to 
conduct transactions, such as Syriatel and Cham Airlines.

Are there any exceptions?

Different possibilities exist, depending on who is conducting the humanitarian 
operations and the activities involved:

• Activities of UN agencies that entail otherwise prohibited 
transactions or activities with the Government of Syria are 
authorised.  NGOs fall within the scope of this exception only if they 
are 100% funded by the UN.

• General License 11 A authorises some activities by NGOs, including 
activities to support humanitarian projects to meet basic human 
needs in Syria, such as drought relief, assistance to refugees, internally 
displaced persons, and conflict victims, food and medicine distribution, 
and the provision of health services.

It does not authorise the provision of services or charitable donations 
to the Government of Syria.

• Specific licenses are required for such transactions with the 
Government of Syria.  They may be issued by the Office of Foreign 
Assets Control (OFAC) in the Treasury Department on a
case-by-case basis.

However, procedures for applying for specific licences are notoriously 
slow and applications for similar transactions appear to have been 
treated inconsistently.

1
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• In July 2021 OFAC issued General License 21.  This authorises:

• the export to Syria of services related to the prevention, 
diagnosis, or treatment of COVID-19;

• the conduct of COVID-19-related transactions and activities 
related to the prevention, diagnosis, or treatment of COVID-19 
with certain listed persons, including the Government of Syria.

US export restrictions

In addition, export licences from the Bureau of Industry and Security in the 
Department of Commerce (BIS) are required for the export of goods other 
than food and medicine.
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This is a different and additional process from applying for specific 
licences from the Department of Treasury.

Export licences are required for medical devices and technology such 
as computers and software needed for home schooling during COVID-19 
lockdowns that contain more than 10% of US components.

Export licence applications to Syria are subject to a general policy of 
denial.  Applications may nonetheless be considered on a case-by-case 
basis for:

• medical devices;

• telecommunications equipment and associated computers and 
software and technology;

• items in support of UN operations in Syria, or items necessary for 
the support of the Syrian people including items related to water 
supply and sanitation, agricultural production and food processing, 
power generation, construction and engineering, transportation and 
educational infrastructure.
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What does this mean for humanitarian actors?

Obtaining export licences is an additional procedure to applying for 
specific licences in relation to financial sanctions from OFAC.  The two 
processes are not connected.  Obtaining export licences is complex and 
time consuming.

9.  A closer look at EU sanctions

The EU’s Syria sanctions are far more targeted than those adopted by the US.  In 
particular, they do not include prohibitions on the provision of support to
the Government.

But they include restrictions that can affect humanitarian action such as:

• Purchase of petroleum products.  There is an exception for humanitarian 
actors that receive funding from the EU or EU Member States.  Other 
humanitarian actors must seek authorisation from Member States.

• Materials necessary for COVID-19 response (e.g., certain types of PPE or 
disinfection materials) or for other operations are on dual-use item lists.  
Their import requires authorisation from Member States.

• Entities with whom humanitarian actors need to conduct commercial 
transactions may be designated (e.g., telecommunication providers whose 
services are necessary for continuity of education during lockdown).

Although not prohibited, all these activities must be authorised by Member States.    
Procedures for obtaining authorisations are complex and slow and differ between 
the 27 Member States.

In May 2020, the European Commission issued guidance on its Syria sanctions.  
These included three points of particular relevance to humanitarian actors in Syria 
and elsewhere:

• ‘in accordance with International Humanitarian Law where no other option 
is available, the provision of humanitarian aid should not be prevented by 
EU restrictive measures’.

This recognises that humanitarian assistance takes priority over any 
inconsistent restrictions in sanctions.

• Sanctions do not require the screening of final beneficiaries of 
humanitarian programmes.  Once someone has been identified as an 
individual falling under humanitarian principles, no further screening is 
required.

• Member States are responsible for the implementation of sanctions, 
including the granting of authorisations, and are encouraged to adopt a 
number of measures to expedite such processes, including suggesting that 
states could issue a single authorisation for the provision of humanitarian 
aid to respond to the COVID pandemic.
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In December 2019, the bill known as the ‘Caesar Syria Civilian 
Protection Act’ was signed into law in the US.  One of the Act’s 
principal objectives is deterring support to Government 
of Syria-led reconstruction efforts.  It seeks to do this in a 
number of ways.  One of these is by ‘listing’ or ‘designating’ 
non-US persons under US sanctions. This measure has alarmed 
humanitarian actors operating in Syria.

1. How does the Caesar Act work?

Primary sanctions are binding on the nationals of the state that imposes them or 
organisations registered there.

Secondary sanctions, such as those in the Caesar Act, try to induce compliance 
with US sanctions by persons and organisations that are not directly bound 
by them.  They do so by the threat of designation if such persons carry out 
certain activities.

The Caesar Act aims to dissuade participation in Syrian Government-led 
reconstruction efforts by establishing the possibility of designating non-US 
individuals and entities that provide certain types of support to the Government
of Syria.

It is simply an additional basis for designation under US Syria sanctions. Other 
bases for designation include ‘obstructing, disrupting, or preventing a ceasefire or a 
political solution to the Syrian conflict’.
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2. What could lead to designation pursuant to the 
Caesar Act? And what are the consequences?

The Act lists five types of support that could lead to designation. 
Two could possibly be relevant to humanitarian actors:

Knowingly provid[ing] significant financial, material, or technological 
support to, or knowingly engag[ing] in a significant transaction with

(i) the Government of Syria (including any entity owned or controlled
by the Government of Syria) or a senior political figure of the
Government of Syria;

Knowingly, directly or indirectly, provid[ing] significant construction or 
engineering services to the Government of Syria.

The conduct that can give rise to designation under the Caesar Act is narrower in 
scope than the prohibitions in the primary Syria sanctions.  For example, the Syria 
primary sanctions prohibit making any contribution or provision of funds, goods 
or services to the Government of Syria and related designated entities.  Listing 
under the Caesar Act could only be imposed in relation to knowingly providing 
significant financial, material, or technological support, or knowingly engaging in 
a significant transaction with the Government of Syria.

The Act entitles the US President to determine that a particular person or entity has 
provided the support in question, and consequently to designate it.  A person or 
entity designated pursuant to the Caesar Act is subjected to the following sanctions:

• a freeze on any of their assets in the US or in the possession or control of a
US person; and

• a travel ban into the US.

3. Who has been designated?

On 17 June 2020, the US President issued a first round of designations targeting 
three individuals and six entities that engaged in war profiteering, or that provided 
significant construction or engineering services to the Syrian regime. 

An additional four designations — one person, three companies — were made on 29 
July 2020.  These also targeted Syrian businesspeople and their companies.  Two 
Syrian/Lebanese companies were added in November 2020.  As of May 2021, the list 
of designations stands at eleven entities and four persons.

To date the focus of the designations has been Syrian persons or companies involved 
in or benefiting from luxury real property developments, and Syrian/Lebanese 
companies working in the petroleum sector.
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4. How can the Caesar Act affect 
humanitarian actors?

Although the Caesar Act has generated considerable concern among humanitarian 
actors operating in Syria, the risk of them being designated under the Caesar Act is 
extremely low.

Arguably, a humanitarian organisation could fall within the bases for designation.  
This could be the case, for example, if it carried out significant engineering or re-
construction work to rehabilitate essential infrastructure such as medical facilities or 
water purification and distribution systems, as this could be considered as ‘directly 
or indirectly’ providing services to the Syrian government.

However, the likelihood that the US President would exercise his discretion to 
designate a humanitarian organisation for these reasons is very low.

The other grounds for designation include operating in a military capacity, 
significantly facilitating Syria’s domestic production of natural gas and petroleum 
products, and providing aircraft and aircraft spare parts or goods and services 
associated with the operation of aircraft.  Rehabilitation activities carried out for 
humanitarian purposes are of a significantly different nature to the focus of the Act. 
Moreover, transactions carried out by humanitarian organisations are unlikely to be 
considered ‘significant’.

What the Caesar Act does do is generate additional designated persons or entities 
that humanitarian actors, which must comply with US sanctions, must screen as 
part of their ordinary compliance procedures.

Lack of clarity on the Caesar Act has exacerbated the risk-adverseness of the 
banking sector, which has further curtailed the services it is willing to provide to 
humanitarian organisations operating in Syria.
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1.  Which counterterrorism measures pose the 
greatest challenges for humanitarian action? 

In order to capture the evolving manifestations of terrorism, the 
acts criminalised by the Security Council and by states, have 
become progressively more remote from actual acts of violence.  
As far as humanitarian action is concerned, it is the measures 
relating to the provision of funds or assets or other types of 
support that raise the most significant tensions.

Restricting the flow of funds to organisations designated as terrorist is a core 
component of the international community’s counterterrorism strategy.  As a matter 
of law, this is achieved by two principal means: first, by financial sanctions against 
groups designated as terrorist.  These sanctions require states to freeze their assets, 
and prohibit providing funds, financial assets or economic resources to such groups 
directly or indirectly.

The second means are criminal counterterrorism measures, which make it an 
offence to carry out a range of activities that may provide financial assistance or 
other forms of support to designated groups or for the commission of terrorist acts.

Since 2001, the Security Council has required states to criminalise an ever-broader 
range of forms of support to terrorism.  Security Council Resolution 2178 (2014) on 
‘foreign fighters’ requires states to criminalise travel for the purpose of participation 
in terrorist acts.  

In giving effect to this resolution, a small number of states have enacted extremely 
broad crimes.  As the areas to which foreign fighters are likely to travel are 
frequently areas of conflict where humanitarian activities are also conducted,
there is a risk that such measures may negatively impact travel of staff of 
humanitarian organisations.

Sanctions Criminal 
Measures

Terms in Funding 
Agreements

Criminal 
Measures
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2.  Where are these restrictions found?

There are three principal sources of counterterrorism restrictions.

The 1999 International Convention for the Suppression of Terrorist 
Financing.  This was the first instrument to address the topic and requires 
state parties to make it an offence to:

provide or collect funds by any means, directly or indirectly, unlawfully 
and wilfully, with the intention that they should be used, or in the 
knowledge that they are to be used, in full or in part, in order to carry 
out an act of terrorism.

Since 2001, the UN Security Council has taken centre stage in developing 
the international counterterrorism legal framework, requiring states to take a 
range of measures.  These include the imposition of financial sanctions on 
groups designated as terrorist.  This has been done in two different ways.

The Council has established a sanctions regime specifically focusing on ISIL 
(Da’esh) / Al Qaeda and affiliates.  As of June 2021, 72 groups and 425 
individuals are designated under this regime.

These sanctions prohibit making funds, financial assets or economic 
resources available directly or indirectly to designated persons or groups.

1

2
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Economic Resources SCR 1373

UN

ISIL Al Qaeda
Sanctions
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In addition, Security Council Resolution 1373 (2001), the first in the series 
of thematic counter-terrorism resolutions, requires states to impose similar 
financial sanctions on terrorist groups.  The resolution does not include a 
list of designated persons or groups.  It is left to states and relevant regional 
inter-governmental organisations, such as the EU, to develop their own lists.  
This has led to a challenging lack of uniformity as different states have 
designated different entities, or particular parts of groups.

Other resolutions in this series require states to take a wide range of 
measures to counterterrorism.  For example, Security Council resolution 
2178 (2014) on ‘foreign fighters’ requires states to criminalise travel ‘for the 
purpose of the perpetration, planning, or preparation of, or participation in, 
terrorist acts, or the providing or receiving of terrorist training’.
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The third source of counterterrorism restrictions are funding agreements 
for humanitarian action.  Donors to humanitarian action — states and 
intergovernmental organisations like the EU — have imposed restrictions and 
requirements in their funding agreements to ensure that funds do not reach 
designated persons and entities.

NGO
Donor Terms in Funding 

Agreements

Screening

3.  Why do counterterrorism measures pose a 
problem for humanitarian actors?

The groups designated under counterterrorism measures are 
frequently organised armed groups parties to non-international 
armed conflicts with control over civilian populations in severe 
need.  These include Al Qaeda in the Arab Peninsula in Yemen, 
Hamas in the Gaza Strip, ISIS affiliates in Syria and until recently 
Iraq, and in the Sahel region, and Boko Haram in Nigeria.

Problems arise because the prohibitions in the counterterrorism measures have been 
interpreted extremely broadly.  There is a real risk that transactions and activities 
carried out by humanitarian actors may fall within the scope of the restrictions.  
There are many ways this could happen:

• Humanitarian actors may have to make incidental payments to 
designated groups as part of their humanitarian operations; 

• Humanitarian relief consignments may be diverted and end up in the 
hands of the designated groups;

• More alarmingly, individuals have been listed under UN sanctions among 
other things for having provided medical care to members of designated 
groups, and criminal investigations have been conducted in a number of 

3
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states on these grounds.  This is a particularly troubling development as the 
entitlement to receive medical care, and the protection of those providing 
it, is a foundational principle of international humanitarian law.

• Prohibitions on travel to designated areas may also be problematic.  The 
areas to which ‘foreign fighters’ are likely to travel are frequently areas of 
conflict to which people also travel to conduct humanitarian activities for 
people under control of designated groups where needs are often acute.

4.  No ‘no contact’ requirement

These are the key counterterrorism restrictions that exist.  The 
greatest source of unwarranted self-restriction by humanitarian 
actors is the misperception that counterterrorism measures 
prohibit mere contact with designated persons or groups.

NGO

Why are these 
measures a problem for 
humanitarian actors?

NGO

Contact is OK
(No ‘No Contact’ Requirement)
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No such prohibition exists.  Indeed, such a prohibition would conflict with 
international humanitarian law.  Common Article 3 of the Geneva Conventions 
expressly foresees the possibility for humanitarian actors to offer their services 
to both sides in non-international armed conflicts — states and organised armed 
groups.  This implicitly recognises the possibility of liaising with such groups, even if 
they are designated under counterterrorism measures, as do other rules regulating 
humanitarian operations in non-international armed conflicts.

Sanctions do not prohibit contact.  Financial sanctions prohibit making funds or 
other assets available directly or indirectly to designated persons and groups, but do 
not preclude contact.  In 2020, this was expressly noted in relation to EU sanctions 
by the European Commission:

Are Humanitarian Operators allowed to liaise with designated persons 
if this is needed to provide humanitarian assistance to the civilian 
population […] in the context of COVID-19 pandemic?

Yes. Humanitarian Operators may liaise with designated persons if this is 
needed in order to organise the provision of humanitarian aid in a safe and 
efficient manner.

Therefore, if a designated person intervenes in a humanitarian transaction, 
this does not automatically mean that the transaction must be abandoned.  
Insofar as no funds or economic resources are made available to a 
designated person, [EU sanctions] do not prohibit liaising with the former.

Similarly, no prohibition on contact exists in counterterrorism conventions, Security 
Council resolutions, or domestic counterterrorism laws.  The domestic measures of 
two states — Australia and Nigeria — include crimes that relate to meetings with 
terrorist groups, but neither prohibit such meetings when they are for the purpose of 
discussing humanitarian action.

The only instance in which contact with a designated group is prohibited as a 
matter of law is in the funding agreements of one donor — USAID — in relation to 
operations in one context: the Gaza Strip.

5.  Cascading effects on commercial actors

The problems are aggravated by the fact that it is not just humanitarian actors that 
must comply with counterterrorism measures.  Commercial actors must also do so, 
not providing funds or other assets or financial services to them directly or indirectly, 
including via the NGOs with whom they conduct commercial transactions.

Fears of violating these measures, coupled with the reality that humanitarian 
organisations are rarely profitable clients, have led to a significant restriction in the 
financial services banks are willing to provide to them.  These have been so severe as 
to threaten humanitarian actors’ capacity to deliver in areas perceived as ‘high risk’.

While attention has focused on the banking sector, other commercial actors that 
provide goods and services to humanitarian organisations, such as insurers, freight 
companies and providers of commodities are also restricting their engagement.
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6.  How to resolve the tensions?

As a matter of law, the tensions between counterterrorism 
measures and humanitarian action can be avoided by including 
measures to safeguard humanitarian action which reduce the 
risk of liability and provide reassurance to commercial actors.

Neither the 1999 Terrorist Financing Convention nor Security Council Resolution 
1373 refers to, let alone excludes, humanitarian action. This is not surprising, as both 
instruments were adopted before the impact of such measures on humanitarian 
action was identified.  It is precisely because they did not include safeguards that 
problems are now arising.

As tensions have become apparent, progressively more significant steps have been 
taken to avoid and mitigate the adverse impact of counterterrorism measures on 
humanitarian action.  In resolution 2462 (2019), the Security Council expressly 
demanded:

that Member States ensure that all measures taken to counter terrorism, 
including measures taken to counter the financing of terrorism as provided 
for in this resolution, comply with their obligations under international 
law, including international humanitarian law, international human rights law 
and international refugee law.

This is a positive development, relevant to all counterterrorism measures — crimes 
and sanctions.  To date sanctions, both the ISIL/Al Qaeda regime and other 
counterterrorism regimes that states may have adopted pursuant to Security 
Council Resolution 1373, do not include express safeguards for humanitarian action.  
More progress has been made in relation to counterterrorism crimes, as reflected in 
the approach taken by states when adopting new measures, including in some cases 
predating Security Council Resolution 2462 (2019).  These include:

• The 2017 EU Directive on Combating Terrorism, which includes a 
preambular paragraph noting that ‘[t]he provision of humanitarian 
activities by impartial humanitarian organisations recognised by 
international law, including international humanitarian law, do not fall 
under the scope of this Directive’.

• The Australian Criminal Code, which includes an exception to the offence 
of ‘associating with’ terrorist organisations when such association is only 
for the purpose of providing aid of a humanitarian nature.  Similarly, the 
offence of entering or remaining in a ‘declared area’ where a designated 
entity is engaging in hostile activity, is not committed if a person enters, or 
remains in, the area solely for ‘legitimate purposes’, including providing aid 
of a humanitarian nature.

• Chad’s 2020 law on the Repression of Acts of Terrorism, which includes 
a general safeguard clause safeguarding IHL, and a clause excluding 
humanitarian activities from its scope.
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• The crime of providing support for the commission of a terrorist act or 
to a terrorist organisation in Ethiopia’s 2020 Proclamation on the 
Prevention and Suppression of Terrorist Crimes, which includes an 
exception for ‘humanitarian aid given by organisations engaged in 
humanitarian activities’.

• The offence of ‘providing material support to terrorists’ in the Philippines’ 
2020 Anti-Terrorism Act includes an exception for ‘humanitarian activities’ 
conducted by the ICRC, the Philippine Red Cross and ‘other state-
recognised impartial humanitarian partners or organizations in conformity 
with International Humanitarian Law’.

• In 2020, Switzerland added a new offence of ‘support’ to the activities 
of a terrorist organisation to its penal code that includes an exception 
for ‘humanitarian services provided by an impartial humanitarian 
organisation, like the International Committee of the Red Cross in 
accordance with common Article 3 of the Geneva Conventions […]’.

• The offence of entering, or remaining in, a designated area in the UK 
Counter-Terrorism and Border Security Act 2019 includes an exception 
if a person is in the area for ‘providing aid of a humanitarian nature’.  A bill 
currently before the parliament of the Netherlands has been amended to 
include a similar exception.

7.  Which counterterrorism measures must NGOs 
comply with?

NGOs and their staff must comply with the counterterrorism 
measures adopted by several different states.

They include the measures directly applicable to them such as: 

• the measures adopted by the NGOs’ state of registration — and NGOs 
may be registered in more than one state;

• the measures adopted by the state where they operate;

• the staff of NGOs must also comply with the measures adopted by 
their state of nationality.  This does not render these states’ measures 
applicable to the NGOs, though.

Additionally, funding agreements concluded with states frequently require 
recipients to comply with the counterterrorism measures adopted by the donor 
state.  This is a way for that state’s measures to become indirectly applicable to the 
recipient, via the contract.
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8.  What are the key counterterrorism measures 
relevant to humanitarian actors in Syria?

In addition to the measures adopted by Syria, that are not 
addressed here, humanitarian actors operating in Syria must be 
aware of a number of measures adopted by third states.

1 Financial sanctions

The first set of restrictions are those that arise as a result of the inclusion of 
ISIS affiliates operative in Syria in the UN ISIS/Al Qaeda sanctions.  These 
groups include ISIS, and Al-Nusra Front/Jabhat Fateh al-Sham/Hayat 
Tahrir al-Sham.
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These designations bring into play a number of restrictions, 
including the prohibition on making funds, financial assets or 
economic resources available directly or indirectly to such groups.

All UN member states must give effect to these measures.

Prohibition on travel

Prohibitions on travel to areas under the control of designated 
groups.  From 2014 to 2017, Australia designated Raqqa province 
for the purpose of its foreign fighter legislation; while Denmark 
designated a number of areas in Syria for the purpose of its law.

Additional US measures

The US has adopted financial sanctions against groups 
designated under UN ISIL Al Qaeda sanctions and other groups and 
persons it designates as ‘Specially Designated Global Terrorists’.  
These include ISIL and the Al Nusra Front.

US sanctions are broader in scope than UN measures.  In addition 
to funds and assets they also prohibit making services available, 
directly or indirectly.  In theory it is possible to apply for specific 
licences from the Office of Foreign Asset Controls (OFAC) to provide 
charitable contributions to designated persons or groups.

The US has also designated the Al Nusra Front as a Foreign Terrorist 
Organization (FTO).  This has a number of legal consequences.  
Most significantly for humanitarian actors, it brings into play the 
criminal measures of the Material Support Statute.

ISIL (Da’esh)
Al Qaeda

• ISIS
• Al Nusra Front
• Hayat Tahrir Al Sham

Economic Resources & Services

US Counterterrorism Measures

Sanctions

US

Material 
Support

3

2
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These make it unlawful to knowingly provide ‘material support or resources’ 
to a FTO.  The definition of material support is very broad:

any property, tangible or intangible, or service, including currency 
or monetary instruments or financial securities, financial services, 
lodging, training, expert advice or assistance, safehouses, false 
documentation or identification, communications equipment, facilities, 
weapons, lethal substances, explosives, personnel (1 or more individuals 
who maybe or include oneself), and transportation, except medicine or 
religious materials. 

While the expression ‘material support’ is often used colloquially to
refer to the various prohibitions on making funds or assets available to 
designated groups, this extremely broad prohibition is only used in the US 
criminal measures.

Restrictions in funding agreements

A final set of counterterrorism restrictions are those in funding 
agreements.  Frequently, they require recipients to comply with the donor’s 
counterterrorism laws.  One particularly problematic restriction is addressed 
in the Fact Sheet on Screening of Final Beneficiaries of Humanitarian 
Programmes.

4
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Food assistance beneficiaries carry aid packages in Sinjar village, southern rural Idlib in Syria. © UNICEF/Sanadiki
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Institutional donors to humanitarian action, such as states 
and international organisations like the EU, frequently include 
restrictions and requirements in their funding agreements that 
aim to ensure that recipients of the funding comply with the 
counterterrorism measures and sanctions adopted by, or binding 
on, the donor.

One key objective of these restrictions is ensuring that 
funded activities do not benefit persons or entities 
designated under sanctions or counterterrorism measures.

The requirements are by no means uniform.  They vary from donor to donor, 
context by context and, frequently, also with the recipient of the funding, 
depending on their status — whether they are UN agencies, other international 
organisations or non-governmental organisations.  The nature of the funded 
activities is also a consideration, with programmes that entail the provision of cash 
being more tightly regulated.

States are not under a legal obligation to fund humanitarian programmes. But 
if they do, they must not include provisions that are incompatible with 
international humanitarian law (IHL), or that prevent the recipient organisation 
from operating in accordance with humanitarian principles or medical ethics.

One of the most common provisions in funding agreements is a requirement to take 
measures to avoid that funds or other assets provided pursuant to the grant are 
made available directly or indirectly to designated persons or entities.

1.  The nature of the obligation

Donors formulate the precise nature of this duty in different ways.  Some impose 
what has been described as an ‘obligation of result’: recipients must ensure that 
assistance does not reach designated persons or entities.  This is a high standard 
— probably unrealistically so — that many humanitarian actors are uncomfortable 
committing to.  A preferable approach is imposing an ‘obligation of means’, that 
requires recipients to take ‘reasonable measures’ or ‘use their best endeavours’.

Some funding agreements specify the measures that must be taken to comply with 
this requirement.  At other times it is left to recipients to choose the modalities for 
doing so.  Most frequently, this is done by ‘screening’ a range of actors involved in 
the funded programmes to ensure they are not included in lists of persons or entities 
designated under relevant sanctions or counterterrorism measures.
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2.  What is ‘screening’?  What is ‘vetting’?

Although the terms are frequently used interchangeably, screening must 
be distinguished from vetting.  Screening is carried out by humanitarian 
actors themselves.  They check that persons or entities are not designated under 
UN, EU and other sanctions and counterterrorism measures.  Various commercial 
programmes exist for doing this.

Vetting requires humanitarian actors to provide the identity information of 
relevant persons and entities to the donor, which will carry out the checks itself.  
Only a small minority of donors require vetting, and, even these, only in relation to 
grants for certain contexts.  USAID, for example, currently requires vetting only for 
work in Afghanistan, Iraq, Lebanon, Pakistan, Syria, Yemen and the West Bank
and the Gaza Strip.

Applications for certain US government funding for operations in certain contexts 
require partner vetting — i.e., the provision of personal information of certain ‘key 
individuals’ in the organisation applying for funds, including principal officers of 
its governing board, directors, officers and other staff members with significant 
responsibilities for the management of the funded programme.

In some contexts, however, this has also included the vetting of final beneficiaries 
who receive more than a prescribed amount of assistance in cash or in kind or 
participate in training activities.

Vetting raises additional concerns to screening, including in terms of data 
protection and privacy in relation to the personal information that is provided 
to the donor.  Vetting can also undermine perceptions of the independence of 
humanitarian actors providing such information to the state donors.  If the donor is a 
party to an armed conflict, the provision of personal information can also affect the 
perceived neutrality of humanitarian actors.

3.  Why is screening of final beneficiaries 
problematic?

Screening is not problematic per se.  It is a tool for identifying whether someone is 
on a list of designated persons.  Screening of a range of persons and companies 
involved in the delivery of humanitarian programmes, including staff, sub-grantees, 
and contractors is an acceptable way of ensuring that funds or other assets are not 
provided to designated persons or entities in the course of humanitarian operations.

Screening can become problematic if it leads to exclusion of someone from 
humanitarian assistance that they have been determined as requiring.  Once 
someone has been determined as in need of assistance on the basis of eligibility 
criteria developed by a humanitarian actor — which are frequently shared 
with the donor — depriving them of this assistance would go further than what 
the underlying sanctions require and would also be incompatible with IHL and 
humanitarian principles.
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4.  Screening of final beneficiaries goes over and 
above what is required by sanctions

The purpose of screening requirements is to ensure compliance with sanctions 
and counterterrorism measures.  But these very sanctions include exemptions 
allowing designated persons to access basic services, such as medical care, food 
and accommodation.  This is a clear indication that sanctions must not deprive 
designated persons of essential services and goods.

The same holds true when these basic goods and services are provided in the form 
of humanitarian relief.  In 2020, in a Guidance Note on EU sanctions, the European 
Commission expressly restated its well-established and consistent position that 
EU restrictive measures do not prohibit the provision of humanitarian assistance to 
those who have been determined to be in need thereof:

Should the Humanitarian Operators vet [sic] the final beneficiaries of 
humanitarian aid?

No, [a]ccording to International Humanitarian Law, Article 214(2) of the Treaty 
on the Functioning of the European Union and the humanitarian principles 
of humanity, impartiality, independence and neutrality, humanitarian aid 
must be provided without discrimination.  The identification as an individual 
in need must be made by the Humanitarian Operators on the basis of these 
principles.  Once this identification has been made, no vetting [sic] of the final 
beneficiaries is required.

Moreover, sanctions and the majority of counterterrorism measures prohibit
making funds or assets available to designated persons.  They do not cover training.  
Requirements to screen and thus potentially exclude participants in training 
programmes also go beyond the underlying sanctions.
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5.  Screening of final beneficiaries is incompatible 
with IHL and humanitarian principles

Under IHL everyone — civilian and wounded or sick fighter — is entitled to the 
medical care required by their condition, with no discrimination other than on 
medical grounds.  Everyone deprived of their liberty — civilian and fighter — is 
entitled to food, water and clothing.  Even when not deprived of their liberty civilians 
are entitled to objects indispensable to their survival, including food, water, medical 
items, clothing and bedding.  If the belligerent with control of civilians is unable 
or unwilling to provide these, humanitarian relief operations may be conducted to 
provide these goods.

With regard to all these entitlements, once a person has been determined as 
being in need of the particular type of assistance, the humanitarian principle of 
impartiality requires it to be provided with no discrimination other than on the basis 
of greatest need.  Depriving people of the assistance to which they are entitled, 
on the ground that they are designated under sanctions or counterterrorism 
measures, would violate IHL.

The position is different for fighters who are not hors de combat.  They do not have 
the same entitlement as civilians to other objects indispensable to their survival, 
such as food.  But individuals can be designated for a broad range of reasons, many 
of which would not affect a person’s status as civilian under IHL.  There is thus no 
equivalence between being a fighter, and thus not entitled to benefit from certain 
types of humanitarian relief, and being designated.  Screening risks, in this case too, 
to deprive individuals of the humanitarian relief they are entitled to under IHL.

More operationally, the eligibility criteria developed by humanitarian actors and 
their implementation in practice go a long way in ensuring that humanitarian 
assistance is not provided to fighters.

6.  The state of play

While humanitarian organisations have been willing to screen 
staff, sub-grantees, contractors and vendors, they have 
drawn a ‘red line’ at screening final beneficiaries.

On the whole this red line has been accepted by donors to humanitarian action, 
including the EU, the US and other key donors.  However, it is now being challenged 
by a number of developments.

Although the US has frequently stated that it does not require screening of final 
beneficiaries of the programmes it funds, in practice its approach is not quite so 
clear cut.
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In contexts subject to enhanced partner vetting, recipients of USAID funding must 
vet — i.e., provide USAID with the personal information of — individual participants in 
training programmes funded with the grant, and recipients of cash payments above 
a particular amount.

More problematically, in recent years funding agreements concluded with certain 
humanitarian actors in contexts where groups designated as terrorist by the US are 
operative, including Boko Haram in Nigeria and ISIL in Syria and Iraq, have required 
seeking prior authorisation from USAID before providing assistance to individuals 
whom the recipient ‘affirmatively knows’ to have been ‘formerly affiliated’ with these 
groups ‘as combatants or non-combatants’.

USAID has not provided guidance as to what constitutes former affiliation with 
a designated group.  This is likely to be a larger group of individuals than those 
who are designated, so people who are not even designated could potentially be 
excluded from humanitarian programmes on this basis.

Admittedly, the requirement neither requires recipients of funding to provide 
USAID with the personal data of the persons in question, nor does it automatically 
preclude assistance from being provided to them.  It is for USAID to decide what the 
consequences of any notification are.  Nonetheless a very real risk exists that this 
requirement may exclude individuals from life-saving assistance, including measures 
aimed at treating and reducing the spread of COVID-19.  Not providing medical 
assistance — even just pending authorisation — would violate IHL and humanitarian 
principles, and be contrary to medical ethics.

There have also been problematic developments at EU level.  Since 2018, new
grant agreements concluded by departments of the European Commission other 
than ECHO have started requiring the screening of final beneficiaries of
funded programmes.

The department within an organisation that provides the funding does not affect 
the position outlined above. What matters is the context in which the funded 
activities are being conducted.  Is it one where IHL applies, or to which humanitarian 
principles are otherwise relevant?  And the nature of the funded activities.  Both 
must be determined on the basis of the facts on the ground and not the 
institutional identify of the donor.

There has been significant pushback to the inclusion of this requirement, most 
notably in relation to activities that are being conducted in conflict settings, 
such as Syria.  Some NGOs terminated a grant that required the screening of 
final beneficiaries and returned the funds.  Others successfully argued that the 
requirement should only apply to the parts of the grant that related to cash-based 
activities, as only these were covered by the EU sanctions and not parts related 
to training.  They returned the portion of the grant related to cash-assistance and 
implemented the other activities without screening final beneficiaries.

Adopting these principled positions is essential to maintaining the red line.  It 
is nonetheless regrettable that it was necessary to return the funds as this left 
individuals without the assistance they needed, as determined by the humanitarian 
actors on the ground.
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